Procedure
Software Control P4.2.3-7
Rev. F

Approved By: Kyle Gibson, Quality Manager

Purpose: To define method to control software that affects the quality management system.
Scope: All software used for manufacture or control of the organization.
Authority: The Quality Manager/Manager of Information Systems has the authority to change

or modify this procedure.

Reference Documents and Records
Policy Element 4.2.3 Document control
Quiality Records Procedure P4.2.4
Work Instruction IS-001

Change History

Date Change Rev By
02/09/99 Revised Paragraphs 5 & 6 to say B MO
Servers to indicate more than one
server. Revised paragraph 6 to include
weekly tape and reference to work
instruction 1S-001
10/31/01 Revised paragraph 5 to show some C MO
software as being stored in “other”
areas. Also changed location of backup

tapes.
10/21/02 Flowcharted and updated to the 1SO D MO
9001:2000 requirements
5/5/06 Removed reference to backup tapes, E MO

added use of backup appliance and
offsite storage.

1/2/2013 Updated program storage location, F KG
added assistant VP for employee
access approval
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master disks for the program that are used in one
specific area or person can be stored with the
responsible department or supervisor. No
modifications or upgrades to these programs can
be made without the authority of the QM, MIS,
President, CFO, Assistant VP, or VP Operations.

V—I

The company file servers shall
have all programs and program
files backed up on a daily
basis. Backups are preformed
on a backup appliance. All
critical to business files are
transferred daily to offsite
disaster recovery supplier.
(Ref: Work Instruction 1S-001).

The ERP server will have a
backup server online at all
time. Restore to the back up
server will take place a
minimum of once per month.

Any program files that
are stored on individual
PC s that require backup,
will be done by the
individual PC user.
Generally these files will
be stored on Diskettes.
These backup diskettes
are to be stored in
suitable locations so as
to protect the disks from
any potential damage
including electro-
magnetic damage. The
user of such programs as
applicable to the
individual or department
shall be responsible for
proper storage and
handling of any program
disks or media.

Managers MIS Data Entry PC Users Executive
Management
Purchase L .
software oad software to company f!le
to be server or onto individual PC's
used for when software is applicable to
various a particular area (ex. Cad Key,
purposes SPC, Quality programs).
v
Each program will have Set each
passwords to allow approved program up
individuals access to either all so that only
of a program or to portions of approved
each program that are deemed b employees
necessary by the President, have access
Executive V.P., Assistant V.P., to programs.
or V.P. Operations Access to "
programs wi
be
determined by
The programs that are loaded on the company file the President,
server shall be considered to be the current version CFO,
of the software. In cases where programs have been Assistant VP,.
loaded onto individual PCs, the master copy of the orVvpP
program shall be stored in IT Standards Library, Operations of
unless the program is specific the company.
P to an area or person, such as engineering. This

End
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